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The Challenge The Solution The Results

Provided complete and continuous
visibility and asset management across
the entire environment

Deployed Armis Centrix™ Asset
Management and Security with collectors
in key data centers

Creating an accurate, up-to-date, and
comprehensive asset inventory across a
large sprawling campus, along with many
satellite locations

Discovered 100+ assets that lacked
endpoint detection and response (EDR)
security agents

Integrated Armis with all security and
infrastructure tools

Identifying critical assets and connectivity
in a systematic way

Passively discovered vulnerabilities for
prioritization and remediation

Enforced security agent compliance
across all assets

Discovering and prioritizing vulnerabilities

Enabled purple team incident response
testing from a single pane of glass using
simple search queries

Streamlining and enhancing the purple
team test process

Updated remediation roadmap to align
with risk priorities

Saved time when conducting purple team
exercises

Improved overall cybersecurity hygiene

. =Y: Do 0
=
ocatio
and Canyo e a private a C Phoe
S Arizona ab ed 949 a and Canyo ollege e e offe
degree ore tha 00 areas o dy acro e college ding
ple te ology-fo ed ce ations and degree 0 go
preparing de O WO berse eld prio e be
enter o ellence, a cla oom o amp ere de an lea
A e or Asse about and pra e differe C ques. Additiona C e Overclo
anagement and Se berse esidence program give de e Oppo O pra c
e al ha g and defense a ated e’ corporate e 0 e
As of September 20 enrolled more tha 00,000 de 0 e and
PEerso a Sig ant expa ) o) 008 enro ent of fewe a
000 de a gitoneo e world’'s large a e e
e e a e has gro alongside burgeoning de
bod ering a host of te al and se allenges. After one o
endo a olved a oJe) ain atta O ae anrod
esea ed that category ot asse e e e olog a e
discovered these device ere in a corporate netwo one ead of being
alled o a olated segme e oJe) Althoug e e
e 0 e a ot compro ed ggered a ative to ge asse
anageme ouse in orde




Manrod and his team of 25 technology professionals led the university’s effort
to better assess and safeguard a complex IT and loT environment that includes
security cameras and badge readers as well as more traditional assets such as
servers and user endpoints.

The Challenge

Grand Canyon University lacked unambiguous, comprehensive insight into

its assets—what assets were connected to the environment, where they were
located, which ones were communicating with what and how, and what kinds of
risks were associated with each type of asset. This created multiple blind spots
in its approach to vulnerability management, leading to uncertainty about the
extent to which its environment was protected.

The university’s IT team also had no simple, centralized way to enforce
rules and policies, such as those pertaining to which loT devices should be
cordoned off in designated server zones.

This exposed the university to zero-day threats and other attacks that could
disrupt essential services. It also hampered the IT team’s ability to effectively
uncover and prioritize risks.

GCU knew it was time to find a solution that was easy for everyone, including IT
interns, to learn and use.

The Solution

GCU installed Armis sensors at all its data centers and integrated the Armis
solution with its 25 security and infrastructure management tools, giving the
IT team a single, consolidated, real-time view of asset and user data through
Armis Centrix™ for Asset Management and Security. With complete, end-
to-end visibility into the university’s communication flows and the ability to
map assets to critical business systems and services, the university is now
empowered with a clear and actionable “record of truth.”

Once GCU decided to go with Armis, the rest was easy. The Armis solution
integrated with the university’s existing technology stack through out-of-the-box
API connectors; no custom integrations were required.

In fact, Manrod said his team'’s experience with getting Armis up and running
was among the easiest installations they have ever been through. “The
deployment was truly seamless,” said Manrod. “The Armis Ul is easy to
understand, and the APIs and integrations were clean and well-defined—they
just worked. We rely on Armis to find problems in our environment instead of
waiting for adversaries to do so.”

The Results

Armis enables GCU’s IT team to gain a holistic view into its entire ecosystem,
root out rogue assets, apply protocols uniformly and comprehensively, and
prioritize its remediation roadmap according to the risks associated with each
type of asset. The team is empowered to improve GCU'’s overall security
hygiene and more easily and efficiently manage and secure its large asset
inventory.

“Armis enables us to see what we couldn’t confirm with our existing toolset.
“It figures out what assets we have, where they are, and what they are
communicating with. Armis helps us build a to-do list of what to fix in our
environment. This means we can now better prioritize and focus on resolving
vulnerabilities and other issues efficiently. It enables us to keep everything
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patched and secure. Without Armis, we almost certainly would have missed those
problems,” said Manrod.

As a case in point, he pointed out that Armis immediately identified more than 100
assets in the university ecosystem that lacked proper EDR security agents.

The Armis platform also serves as a verification and enforcement tool, ensuring
that the team can quickly validate that GCU’s security policies are fully enforced.
It shines a light on issues and anomalies, enabling the IT team to address them
quickly and efficiently.

“Armis is the enforcement arm for what we want to happen in our environment

and with our assets. Some of the most prominent results are in the realm of
implementing agent compliance. Our former asset inventory management solution
just wasn'’t cutting it, but Armis integrates asset data with all our other systems,
giving us the full picture so we can bring every asset into compliance,” said
Manrod.

Additionally, Armis has promoted proactive security by continuously monitoring for
unusual traffic patterns, system errors, and other vulnerabilities, accelerating the
IT team’s incident response time.

“Armis not only gives us a full picture of all our asset inventory, it also applies
intelligence so we now discover issues through passive vulnerability detection,”
said IT Security Engineer Cameron Kownack. “Armis gives us direct vulnerability
data from our environment that we can use in an actionable manner, from an
internal-to-internal vantage point. Another huge win is identification of assets that
use insecure protocols. Thanks to Armis, we've been able to resolve those issues.”

Purple team testing is another area where Armis saves GCU significant time.
“Armis gives us a single pane of glass and simple search queries for finding
different paths to different areas of the environment, drastically hastening and
simplifying the process,” said Manrod. “I love doing augmented purple teaming
with Armis.”

“Armis is essential to our cybersecurity strategy because it’s the enforcement
arm that helps us decide what we want to happen in our environment and with
our assets. Before Armis, we made policies, we checked, we scanned, and we
hoped. With Armis, we know,” Manrod concluded. “As we move forward, we
plan to go deeper with Armis to chase down and resolve vulnerabilities in our
environment.”

Armis, the cyber exposure management & security company, protects the entire
attack surface and manages an organization’s cyber risk exposure in real time.
In a rapidly evolving, perimeter-less world, Armis ensures that organizations continuously see, protect

and manage all critical assets - from the ground to the cloud. Armis secures Fortune 100, 200 and 500
companies as well as national governments, state and local entities to help keep critical infrastructure,

economies and society stay safe and secure 24/7.

Armis is a privately held company headquartered in California.
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