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CrowdStrike is a cybersecurity company that
provides cloud-based endpoint and workload
protection against cyberattacks.

After working on security teams at large retail
organizations, | found myself in the unique, and
fortunate, position to be the Principal Security
Researcher and Engineer at the company that
built Incydr - a data protection solution that my
team uses daily. This gives us direct access to
Incydr’s latest product features, beta testing, and
the opportunity to network with organizations like
CrowdStrike both as peers and as customers of
each other’s products.

The Incydr solution is an incredibly helpful tool to
have in the toolkit. I'm proud of how my company
is innovating to help fill a critical need in data
security, particularly around protecting data from
Insider Risk. But as any savvy security professional
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knows, there’'s no one silver bullet to address all
of an organization’s data security needs. For this, |
rely on different products to protect the company
data from an ever-present array of threats. One
of the key solutions we use is CrowdStrike's
Falcon, the fastest-growing endpoint detection
and response solution on the market. Some of
the things | love about CrowdStrike are its high-
fidelity rate and its low rate of false positives; how
it has a lot of searchable, granular event data; and
its Falcon OverWatch service, which provides a
“second set of eyes” to alert us to unusual activity
in our environment.

CrowdStrike and Incydr work shoulder-to-
shoulder to protect our data. Falcon protects
our organizations from external threats such as
malware, while Incydr accelerates our detection
of and response to Insider Risk, like departing
employees taking company IP.

As you can tell, I'm a huge advocate for
CrowdStrike, which made it particularly cool to
meet with Tim Briggs, CrowdStrike’s director of
incident response and eDiscovery investigations,
at our Evolution19 conference in Denver. |
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CrowdStrike and Incydr work shoulder-to-shoulder to protect our data. Falcon protects our
organizations from external threats such as malware, while Incydr accelerates our detection

of and response to Insider Risk, like departing employees taking company IP.

- Nathan Hunstad, Principal Security Researcher & Engineer, Incydr

learned a lot from Tim, and even got a few tips
from the trenches about how he uses Incydr and
CrowdStrike in their environment. For example,
Tim shared a story about a recent incident when
their security team received an alert from Falcon
that was related to torrent activity in their system.
Torrent activity could be extremely malicious, in
that an employee may be exfiltrating valuable IP,
or it could simply mean an employee was misusing
company assets.

With the alert in hand, the CrowdStrike security
team was able to use Incydr to look at the files and
download the history of the employee in question.
They quickly figured out that the employee was
downloading movies onto their device. With

that context, the CrowdStrike team was able to
ascertain that while the employee was misusing
company assets, he wasn't behaving maliciously or
exfiltrating data. The security team was then able
to report that to their executive team.

While the threat landscape is in a constant state
of flux, two things will never change. Breaches

will happen, and employees will take data when
they leave. It is that simple. Together, CrowdStrike
and Incydr are dedicated to making it faster and
easier for our respective customers to detect and
respond to insider and external threats.
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UPDATE: WITH HOW MUCH CHANGED IN

THE WORLD OF WORK IN 2020, | RECONNECTED
WITH TIM TO DISCUSS HOW HIS USAGE
OFCROWDSTRIKE'S FALCON IN TANDEM

WITH INCYDR HAS EVOLVED. HERE ARE

HIS RESPONSES:

How do you use Falcon and
Incydr together today?

“We use Falcon to alert us to threats from

outside our organization and to potentially risky
exfiltration events, and Incydr gives us the details
we need to verify what's actually happening
within our organization so we can investigate and
respond with confidence. To put it simply, Falcon
alerts on an event and Incydr has proof of the
files involved.”

Something we've found really important and
should really be best practice for anyone working
in Insider Risk - is having multiple sources of
information so you can verify what has happened
and understand the details of each event. When
you're dealing with Insider Risk, a lot of these
incidents may not be intentional or malicious,

but they can still affect someone’'s life in a very
serious way. It's critical that you verify that an alert
reflects what actually happened and that you have
validation to back up what you're seeing and help
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CrowdStrike and Incydr work shoulder-to-shoulder to protect our data. Falcon protects our
organizations from external threats such as malware, while Incydr accelerates our detection

of and response to Insider Risk, like departing employees taking company IP.

- Nathan Hunstad, Principal Security Researcher & Engineer, Incydr

you determine the next steps.”
What's your favorite part of using
CrowdStrike Falcon and Incydr together?

“Both solutions are so simple to use - it's clear that
simplification is a priority in both tools and it really
pays off. I've used nearly every DLP solution out
there and they're often so complex, they make
your life harder, not easier. But Falcon and Incydr
work really nicely together so you can figure out
what's happening very quickly and respond
right away.

For example, if we have an employee leaving
the organization, we can make sure they're in
the Incydr Departing Employee Lens to monitor
file movement closely. From there it's easy for us

About Mimecast

Secure human risk with a unified platform.

to jump into Falcon and block USB ports or take
other necessary steps to protect our data if we
identify something suspicious. The ease of use is
great on its own, but where it really helps is with
enabling our team to work faster. Employees can
get up to speed really quickly and jump right in
without needing a whole lot of training on using
the tools.”

From our latest conversation with Tim, it's clear
that an evolving Insider Risk landscape hasn't
slowed his team down. From their powerful tech
stack to their understanding of the human side
of Insider Risk, they're well set up to continue
detecting Insider Risk and determining the
rightsized response as fast as ever.

Mimecast's connected human risk management platform prevents sophisticated threats that target human
error. By gaining visibility into human risk across your collaboration landscape, you can protect your
organization, safeguard critical data, and actively engage employees to reduce risk and enhance productivity.
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