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Shaare Zedek Medical Center streamlines
directory security and reduces their attack
surface

Summary

Country

Israel

Industry

healthcare
PDF Download

Challenges

Shaare Zedek Medical Center strived to reduce standing privileges and manual processes to streamline operations and reduce
risk.

Solutions

Active Directory security solutions

Products

Active Roles

Shaare Zedek Medical Centre uses Active Roles in their
Active Directory environment to streamline workflows
using automation and to optimize administration using
granular privileges. The outcome is a 30% reduction in
the number of privileged accounts. This dramatically
reduces their attack surface while providing process
efficiencies across their Microsoft directory
environment. 
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 has excellent delegation of permissions capabilities, allowing me to isolate the help desk team and give them
permissions exactly where I need them, easily. I appreciate the automations, where PowerShell scripts can do things on behalf of other staff that I
do not want to give permissions to. Two-factor authentication helps ensure that people who perform actions in Active Directory have two-factor
authentication enabled.

One Identity Active Roles helps by automating tasks through scripts instead of manually running scripts or doing certain things manually, allowing
people with fewer privileges to run those automations instead of burdening system admins.

Benefits

One Identity Active Roles has reduced privileged accounts by about 30 percent while streamlining our operations through automation.

One Identity Active Roles has benefited my security posture by helping reduce internal exposures of permissions and by facilitating two-factor
authentication for Active Directory.

One Identity Active Roles supports my provisioning and de-provisioning needs very well. It has helped increase operational efficiency by saving a
lot of time and has helped reduce the number of privileged accounts.

I evaluate the ease of managing on-premises and cloud-based identity directories through a single pane of glass as fairly easy, with a learning
curve that makes it very easy to maintain once you become familiar with it. I assess the visibility that One Identity Active Roles provides into my
directory ecosystem as excellent. I would rate the granular control of One Identity Active Roles as a ten out of ten.

  

Accelerating AD
consolidation for
Johnson Matthey

Cabarrus County Boosts
AD Efficiency and
Security with Active
Roles

How Kenvue modernizes
AD security: A guide to
identity management

Cornell University
secures a distributed AD
environment

Quest 
autom
optimi
lifecyc
with A

One Identity Active Roles

"One Identity Active Roles has reduced privileged accounts by about 30 percent"

Yehuda Fabian
Systems Administrator
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