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SUMMARY

Implemented a governed 

security architecture 

utilizing Tableau Server 

and SSO for seamless 

sharing of analytics 

content with internal and 

external users. 

PROBLEMS

Client needed an 

integrated, cost-efficient 

solution which would 

enable seamless data 

sharing, dashboard 

deployment and 

implementing governance 

architecture for better 

controls and 

accountability.

SOLUTIONS

Departments became 

data-driven and data 

security prevented 

breaches and threats. 

Extended Team model 

was leveraged to

provide cost-effective, 

hands-on solution for 

analytics projects.

BENEFITS

Established governance 

for safe democratization 

of data. Costs reduced by 

20% and TAT reduced by 

60%. 

Overview

Third largest US dental insurance company wanted to implement a 

secure architecture so that users are empowered to access 

relevant analytics content while enforcing protection against 

breaches and other threats.

Challenges

Problems with Data Sharing 

Multiple third-party contractors were assigned the task of 

deploying a Single Sign-On using Site-Minder. However, they 

were having difficulty in integrating the different authentication 

sources for internal and external users. They were also facing 

challenges in implementing a solution to establish permission 

levels depending on user functions/ roles/ departments. 

Low Productivity 

Lack of coordination and communication between the contractors 

as well as the internal teams resulted in low productivity. Internal 

IT team had to handle multiple back and forth requests which 

caused a lot of delay. 

Poor Turnaround Time

Infrastructure, resources and communication problems had 

already delayed the implementation. Internal deadlines were 

missed. There was no clear timeline when the solution will be 

delivered.

Budget Constraints

A large number of third-party contractors had already been hired 

for multiple analytics projects, because of which the client was on 

a tight budget. They needed a solution that provided round-the-

clock support for their various projects, that was cost efficient and 

optimized. 

Need for a Governance Architecture

There was a need for an integrated solution which would enable 

seamless data sharing and dashboard deployment, and at the 

same time ensure governance for better controls and 

accountability.

Solution

Application Development

USEReady team architected an identity and access management 

solution to control access and enable user management by the
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administrator, that best fitted the client’s 

dynamic business needs. 

This solution offered a seamless single sign-

on experience to the users while managing 

user’s privileges to ensure that they access 

only authorized applications. A web 

application was developed to host Tableau 

Dashboards and separate modules were 

created for data security and user 

management.

Tableau Server Setup

Organizations become data-driven when all 

the departments become self-reliant in 

analytics and there is democratized, 

governed access to data. To enable SSO, 

USEReady consultants reinstalled Tableau

Server changing the authentication from 

Active Directory to Local Authentication. 

Tableau Server was configured on a single 

node of 8 cores for supporting larger number 

of concurrent users, including read-only 

users and interactors, as well as both 

complex and moderate workloads. 

SSO for User Authentication & Access 

Management

Using SiteMinder and Tableau Trusted 

Authentication, single sign-on was 

implemented so that Tableau Server could 

recognize which user had logged in and 

provide the relevant dashboards. These 

permission levels were established 

depending on user function/roles, 

departments.
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Integrated different authentication 

sources for internal and external users

Internal users were authenticated against

Active Directory and external users were 

authenticated through SiteMinder 

credentials. This logic was implemented as 

part of the web application development. 

Tableau Server stored the email addresses 

of both internal and external users and a 

trusted ticket was generated for user who 

logged in using email addresses.

Integrated IIS, Tableau Server with Data 

Security

The web application was hosted in IIS 

Server. Data security was implemented 

based on the filters and parameters used 

while building the Tableau Dashboards. 

These parameters were passed by the logic 

implemented in the web application.

SiteMinder Authentication along with

reverse proxy module was introduced so

that the machine information of Tableau and

Web Application was not exposed to the

external world. SSL Certificates were 

installed on the Load Balancers for 

encryption.

Performance Tuning

Once Tableau Server was set up, load 

testing was performed to assess the 

scalability of Tableau Server to support up 
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Results 

• Scaled up Tableau Server to be used by 

500 users

• Established governance for safe 

democratization of data

• Operational costs reduced by 20% by 

utilizing our expert help desk 

• Deadline extensions and delays reduced 

by 60%



to 500 concurrent users. Dashboards were 

load tested using Tabjolt to test the existing 

dashboards. Load testing was performed 

using 25 and 50 concurrent users for the 

existing dashboards. The expected number 

of users who are going to use the 

application were 250 to 500.

Operational Effectiveness

The team ensured operational effectiveness

and cost-efficiency by working off site and 

maintaining an issue-log to track the 

ownership of each piece. 

USEReady team set up a communication 

process and ownership of tasks enabling 

contractors involved in the projects to be on 

the same page.
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REQUEST A DEMO WRITE TO US

Expert Help Desk

Because of the number of third-party 

contractors hired for various deployments, 

the client was on a tight budget. USEReady 

team leveraged the remote help desk model 

and offered round-the-clock, hands-on 

support for analytics projects. Utilizing this 

model, we enabled them to resolve their 

issues quickly and implemented solutions 

quickly and cost-efficiently.

Trainings, Guidelines

USEReady consultants provided guidelines 

for dashboard optimization based on the 

load testing of dashboards. Documentation 

was also provided for the architecture and 

deployment process along with best 

practices.
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