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PRIVILEGED
ACCESS
MANAGEMENT
OVERVIEW
Privileged access management (PAM)
is the mixture of technology and tools
utilized to secure, monitor, and control
access
to
an
enterprise’s
vital
resources
and
information.
PAM
subcategories
include
application
access management, vendor privileged
access management, privileged session
management,
and
shared
access
password management. Hackers target
privileged user accounts because they
possess
elevated
permissions,
capability to change settings, and
access to sensitive information. If
compromised,
significant
damage
could be caused to a company’s
operations.
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Customer Success Report
Ranking Methodology

The FeaturedCustomers Customer Success ranking
is based on data from our customer reference
platform, market presence, web presence, & social
presence as well as additional data aggregated from
online sources and media properties. Our ranking
engine applies an algorithm to all data collected to
calculate the final Customer Success Report
rankings. The overall Customer Success ranking is a
weighted average based on 3 parts:
Content Score is affected by:
1. Total # of vendor generated customer
references (case studies, success stories,
testimonials, and customer videos)
2. Customer reference rating score

Customer Success Report
Award Levels

Market Leader
Vendor on FeaturedCustomers.com with
substantial customer base & market share.
Leaders have the highest ratio of customer
success content, content quality score, and social
media presence relative to company size.

3. Year-over-year change in amount of customer
references on FeaturedCustomers platform
4. Total # of profile views on FeaturedCustomers
platform
5. Total # of customer reference views on
FeaturedCustomers platform
Market Presence Score is affected by:
1. Social media followers including LinkedIn,
Twitter, & Facebook
2. Vendor momentum based on web traffic and
search trends

Top Performer
Vendor on FeaturedCustomers.com with significant
market presence and resources and enough
customer reference content to validate their vision.
Top Performer's products are highly rated by its
customers but have not achieved the customer
base and scale of a Market Leader.

3. Organic SEO key term rankings
4. Company presence including # of press
mentions
Rising Star
Company Score is affected by:
1. Total # of employees (based on social media
and public resources)
2. Year-over-year change in # of employees over
past 12 months
3. Glassdoor ranking
4. Venture capital raised

Vendor on FeaturedCustomers.com that does not
have the market presence of Market Leaders or
Top Performers, but understands where the market
is going and has disruptive technology. Rising
Stars have been around long enough to establish
momentum and a minimum amount of customer
reference content along with a growing social
presence.
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2019 Customer Success Awards
Check out this list of the highest rated Privileged Access Management software based on the
FeaturedCustomers Customer Success Report.
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ABOUT AVECTO
Avecto is a security software company that sees security as an
enabler. Avecto is all about finding technical solutions aligned with
commercial benefits. Avecto proactive endpoint security software
Defendpoint delivers on this promise by uniquely combining the
technologies of Privilege Management, Application Control and
Sandboxing. The benefits of Defendpoint and Avecto consultative
methodology provides clients with a clearly mapped journey against
measurable objectives to ensure project success and Avecto focus
on the end user means you can finally empower people to work
freely without compromising security.
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"We were immediately impressed with the capabilities of Avecto’s software and since it
has been introduced it’s been an absolute saviour for us."
Jim Dolson
Manager of Hardware and Technology, City of Greater Sudbury

“The Avecto product works great with environments that need an easy and quick way to implement
privilege management among standard clients. Their custom templates allow an administrator to quickly
set policies while having the option to have granular control over most functions in Windows.”
Senior Systems Engineer
Semtech

"It’s a diamond of an idea that will allow organizations to manage and digest what can
seem a very cumbersome but necessary security step."
Sami Laiho
MVP and Ethical Hacker, Microsoft Corporation

"Avecto is one of my favorite security products on the market. I tell everyone to buy it."
Network Security Engineer
Large US Construction Company
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ABOUT BEYONDTRUST
BeyondTrust is the worldwide leader in Privileged Access Management, offering the
most seamless approach to preventing data breaches related to stolen credentials,
misused privileges, and compromised remote access. Their extensible platform
empowers organizations to easily scale privilege security as threats evolve across
endpoint, server, cloud, DevOps, and network device environments. BeyondTrust unifies
the industry’s broadest set of privileged access capabilities with centralized
management, reporting, and analytics, enabling leaders to take decisive and informed
actions to defeat attackers. Their holistic platform stands out for its flexible design that
simplifies integrations, enhances user productivity, and maximizes IT and security
investments. BeyondTrust gives organizations the visibility and control they need to
reduce risk, achieve compliance objectives, and boost operational performance. They
are trusted by 20,000 customers, including half of the Fortune 100, and a global partner
network.
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"Our customers are pleased to see we now have a single solution for accessing all of our customer using
Bomgar Privileged Access, and they are happy to see that we enable our customers to on-board their
vendors so they have access logging and video recordings for their vendors."
Rick Kramer
Sr. System Engineer, Pink Elephant

“Providing outstanding support to our customers after we install our software is one of our main focuses. Bomgar is a
great fit for us because it gives our support reps the tools they need to quickly help our customers in whatever capacity
they need assistance. That is vital to our customers’ experience and our company’s reputation.”
Bonnie Baker
Director of Information Technology, BankTEL Systems

“One of the immediate benefits for us was the ability to save time by not having to go to the
user’s location to provide support. This capability has dramatically increased our first time fix
rate to around 70 percent.”
Aaron James
Computer Support Technician, Bucks New University

“We immediately saw that with Bomgar Privileged Access, we could tighten our control over
what privileged users could and could not do, as well as audit their actions. It’s a far superior
approach than just giving them unrestricted VPN access.”
Tommy Green
VP of IS&T;, AMOCO Federal Credit Union
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ABOUT CENTRIFY
Centrify Zero Trust Security................. Centrify provides Zero Trust Security through the power of Next-Gen Access to secure access to applications,
endpoints and infrastructure while significantly reducing the possibility of access by bad actors................. More than 5,000 customers have deployed
Centrify across millions of servers, workstations, and applications. With Centrify, organizations are reducing their costs associated with identity lifecycle
management and compliance by over 50%................. NEVER TRUST, ALWAYS VERIFY................. Centrify Zero Trust Security Defined................. VERIFY THE
USER - Confirm Jane’s identity by asking her to provide something she has, something she knows or something she is. Also leverage user behavior unique
to Jane and context such as location, day and time of login as additional factors to ensure authenticity................. VALIDATE THE DEVICE - Make sure Jane is
using a trusted endpoint before granting access to resources. If Jane logs into a resource from an untrusted endpoint, challenge Jane with MFA or block her
access if the resource should only be accessible from a secure trusted endpoint................. LIMIT ACCESS & PRIVILEGE - Once Jane has confirmed her
identity and is using a trusted endpoint at a verified location, Jane is then granted just enough access she needs to perform her job at any given
time................. LEARN & ADAPT - Continuously leverage data about Jane, her device(s) and her behavior to allow access, block access or enforce additional
authentication. With machine learning, policies can be adjusted automatically and in real-time.
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“USC views the Centrify project as an investment in our students, but it’s offered significant
savings as well. The value to enabling BYOD in one classroom alone is over $60,000.”
Michael Goay
Executive Director of IT, University of Southern California

“Technology doesn’t stop at the software — success requires first-class software,
reliable services and outstanding support. The Centrify team provides us with all three.”
Alessandro Rodrigues De Figueiredo
Chief Information Security Officer, SulAmérica Seguros

"It's absolutely critical to satisfy PCI regulations if we want to maintain the high levels
of security demanded by our customers. Centrify helps us meet those standards."
Ana Paula Ribeiro
Director, Operating System Services, Amadeus Hospitality

“We were looking for a solution that met three main criteria: Password management that would
enable user single sign-on, easy installation and management, and the ability to ‘lock up’ our
passwords. Centrify met all three.”
Wayne Dale
Application Security Engineer, FastMed Urgent Care
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ABOUT CYBERARK
CyberArk is the only security company laser-focused on
striking down targeted cyber threats, those that make
their way inside to attack the heart of the enterprise.
Dedicated to stopping attacks before they stop
business, CyberArk is trusted by the world’s leading
companies -- including 30 of the Fortune 100 -- to
protect their highest-value information assets,
infrastructure and applications.
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“We have thousands of privileged accounts managed by CyberArk. We have taken care to
ensure that people only have the level of access that is needed. We deny by default, then allow
based on needs, granted by approval.”
Mike Brannan
Director, Information Technology, National Gypsum Company

“Selecting CyberArk was definitely the right decision. By introducing the CyberArk Privileged
Account Security Solution, we were able to significantly improve process quality and meet
statutory requirements more efficiently.”
Stephan Zimmermann
Fiducia IT AG

“CyberArk stopped password sharing and helped us to achieve regulatory compliance. It has
also strengthened the security of legacy systems and removed weaknesses such as hardcoded
passwords.”
B M Zahid-ul Haque
Head of Information Security, BRAC Bank

“From a security perspective, using CyberArk is the best approach because there is now only
once source/point of connection. We no longer have to manage multiple points of access. With
CyberArk in place, we’ve simplified the process of managing security.”
Marcos Henrique Igutti
Information Security Manager, FS
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ABOUT EKRAN SYSTEM
Ekran System was established in 2013 by a group of
experienced digital security specialists. In late 2013 the
first official market version of Ekran Systems® was
released. The company, backed by Commonwealth of
Virginia (CIT funding via MACH37 accelerator) and
private investors, focuses on the development of insider
security solutions and delivering them to customers
worldwide via its global partner network.
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"Ekran gives me confidence when working with external service providers, resolves concerns
about using such services we had in the past. The system monitors suppliers and if there is any
concern, I can track everything."
Oron Beer
Director of Infrastructure and Computerization, Be'eri Press

“We use Ekran System to record remote sessions of service technicians. We have several systems serviced
by external companies. Thus, we have to monitor all their actions in our systems for accountable reasons.
Provided solution is easy to use, yet robust, and meets our expectations.”
Sebastian Michnowski
Team Manager of the System Maintenance, PKO Polish Bank

"Ekran System has become a great choice to record and audit user actions in our infrastructure.
It delivers a powerful and flexible toolset; moreover, the Ekran team was ready to customize the
platform for our needs adding several new features."
Necati MANCAR
IT Infrastructure Manager, MSC Turkey Agency

“Ekran System product completely meets our requirements. Its maintenance is intuitive,
and configuration is easy and painless.”
Maciej Galiński
Senior Application Specialist - IT Department, Dendro Poland
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ABOUT HITACHI ID SYSTEMS

Hitachi ID Systems delivers access governance and
identity administration solutions to organizations
globally, including Fortune 5000 companies to
secure access to systems in both the enterprise and
in the cloud.
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“Hitachi ID Password Manager met all our objectives and has ensured significant ROI."
Samuel Tran
American Museum of Natural History

“We are very proud of the adoption rate we’ve achieved internally with the project. We
achieved 100% user adoption within six months.”
Adam Bryan
DTCC

“The service and support that Hitachi ID provided has been the best we have seen in a long time
from any vendor. They delivered not only the bestof-breed solution in the market, but also the
best service.”
Ed MacDonald
IT Project Manager, Global Infrastructure, Sybase

“The capabilities of Hitachi ID’s application, the ease of implementation and cost were
the biggest factors influencing our decision to choose Hitachi ID Systems."
J.R. Zimmer
IT Senior Manager, NCR Corporation
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ABOUT ONE IDENTITY
One Identity solutions eliminate the complexities
and time-consuming processes often required to
govern identities, manage privileged accounts and
control access. Their solutions enhance business
agility while addressing your IAM challenges with
on-premises, cloud and hybrid environments.
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“When it comes to an installation, it really benefits us to bring in professional services to get it
installed and configured correctly the first time. I don't find that same level of support all the
time with other vendors.”
John Eckard
Server Team Manager, Howard County

“Identity Manager is optimally configurable for business requirements and can provide a
long-term answer to any organisation’s IAM challenges.”
Jean-Luc Nottaris
Chief Information Security Officer, Swiss Post

"We would recommend One Identity Safeguard for Privileged Sessions to everyone who wishes
to add extra monitoring to their environment without affecting the existing workflows of their
support staff."
Alen Bicskei
Manager of Security and Compliance, NICE Systems

"One Identity has a unique approach to the management of identity, and I'll just say,
management of the IT in business, in general."
Chris Ostler
CEO, Immersion Technology Services

11

TRUSTED BY

ABOUT OSIRIUM
Osirium prevents attacks on Privileged Accounts by
separating people from passwords. Those privileged
passwords never enter any workstation, they undergo
Enterprise Class Password Life Cycle Management. They
can build a least privileged model by removing the need
for direct system access using Privileged Task
Automation. Add Session Recording to allow you to see
who did what, where and when.
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"We chose Osirium's PxM Express solution to remove the risk of our privileged accounts
being compromised both internally and by potential external threats."
Kevin Holland
IT Manager, Targetfollow Estates Limited

“Osirium make it obvious who can access what, where and when. Their interface is simple and intuitive to use, delivering
quick results, but it also has great depth and quality. Our team love the look of the analytics and management pages and
in day to day use they’ve proven really useful – they defnitely show us when and how work gets done. I like the way I…
Graham Thomson
Chief Information Security Officer, Thinkmoney

"Osirium’s PxM Platform was set up and installed in two days, compared to the two
weeks our previous solution had taken.”
John Slator
Head of IT and Informatics, Mental Health Concern

"Out of the box, the Osirium platform lived up to our expectation. The user interface makes it obvious who can access
what, where and when. The interface itself iseasy to learn and it also has great depth. We love the look of the
management pages, and in day to day use they have proven really useful – they defnitely show us when and how work…
Karim Kronfi
IT and Data Security Manager, M-Netics
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ABOUT SECURELINK
SecureLink is the leader in managing secure vendor
privileged access and remote support for both highly
regulated enterprise organizations and technology
vendors. More than 30,000 organizations across
multiple industries including healthcare, financial
services, legal, gaming, and retail rely on SecureLink’s
secure, purpose-built platform. The company was
founded in 2003 and is based in Austin, Texas with a
second office in Costa Rica.
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"By converting our customers to SecureLink’s remote support network, we were able to save our customers money on
their connectivity costs, enhance the reliability of the connection, improve our response and resolution times, all while
increasing the security and auditing capability of the customer’s systems. Not bad for 15 minutes work."
Robert Bell
VP of Product Support Services, Allscripts

"I would recommend SecureLink to any healthcare facility that wants to take control of their
vendor and employee remote access and that has any level of helpdesk needs. It has absolutely
improved the way we do business."
Praveen Toteja
Chief Technology Officer, The GW Medical Faculty Associates

"SecureLink is a better solution [than VPN] because it provides a layer of insulation between us
and our vendors, with email notifications, exportable video and audit logs of what was done."
Tom
VP of Security, Large Enterprise Energy Company

"As a company, SecureLink has been very responsive… they listen and respond quickly;
it’s a pleasure working with them."
Tim
IT Security Specialist, Global Healthcare Technology Company
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ABOUT THYCOTIC
Thycotic is the leading provider of cloud-ready privilege
management solutions. Thycotic's security tools empower over
10,000 organizations, from small businesses to the Fortune 500, to
limit privileged account risk, implement least privilege policies,
control applications, and demonstrate compliance. Thycotic makes
enterprise-level privilege management accessible for everyone by
eliminating dependency on overly complex security tools and
prioritizing productivity, flexibility and control. Headquartered in
Washington, DC, Thycotic operates worldwide with offices in the UK
and Australia.
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"Thycotic allows us to control and protect sensitive accounts, manage privileged user access,
and secure client data at the source, keeping our client data safe. We evaluated several
competitors in this space and Thycotic came out on top.”
Huw Evans
Principal Security Consultant, IT Weapons

“We see a huge market need for innovative identity management solutions in cybersecurity. We are pleased to add
Thycotic to our portfolio of companies and are excited to join them as they continue to grow their customer base and
provide organizations with high quality privileged account security solutions.”
Mike Triplett
Managing Director, Insight Venture Partners

“Thycotic Secret Server is a clear pick for Privileged Account Management. Competitive pricing,
rapid deployment, and short time to value supporting a variety of complex and specialized
enterprise use cases.”
Martin Kuppinger
KuppingerCole

"Thycotic makes sure our ‘keys to the kingdom’ are secure from hackers and any
potential misuse from inside our organization."
Per Hammarin
Vice President & CEO, Saab Defense and Security USA
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ABOUT WALLIX GROUP
WALLIX Group is a cybersecurity company dedicated to defending
and facilitating organizations’ success against cyber threats. For
over a decade, WALLIX has striven to protect companies' most
critical IT and strategic assets against data breaches, making it the
European expert in Privileged Access Management. WALLIX is the
first European cybersecurity software editor to be publicly traded
and can be found on EuroNext under the code ALLIX. The Bastion
was also the first government-certified solution on the market. As
one a leader in PAM, major players trust WALLIX to secure access to
their data: Danagas, Dassault Aviation, Gulf Air, Maroc Telecom,
McDonald’s, and Michelin are among them.
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“Thanks to the WALLIX Bastion, Wolters Kluwer France has implemented effective access
control for all external providers. We can now trace any external operation carried out anywhere
on our infrastructure by any privileged user.”
Philippe Emorine
CISO, Wolters Kluwer France

“WALLIX helped in providing real time resource management, reporting and monitoring capabilities for IT
administrators, improving the overall efficiency of Gulf Air’s IT function. Also, Privileged Access Management is
instrumental for Gulf Air in complying with the required international and industry standards. We’re currently certified…
Jassim Haji
IT Director, Gulf Air

"The WALLIX Bastion has become the benchmark in the e-health market. It is a
guarantee of confidence which reassures the customer."
Emmanuel Novice
Director of e-Health services, Claranet

“WALLIX delivered on all our expectations of a privileged access management solution. We’re
now able to view activity in real-time on our critical servers and we have much better
management of which systems users are able to access and when.”
Lucas Managuelod
Chief Executive Officer, Public Safety Savings and Loan Association, Inc.
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